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Jlekyusa 06
Ilpotokon ZigBee

ZigBee® — 5T0 OTKpBITBIA CTaHZApT OECITPOBOAHON CBA3K /IS CHCTEM
cbopa laHHBIX U yripaBeHus. TexHosorusi ZigBee 1M03BoJIsSeT CO37aBaTh
CaMOOPraHM3YIOINecss W CaMOBOCCTAHAB/IWBAIOIIMeCs OecrpoBOJHbIE
CeTM C AaBTOMATHYECKOW PpeTpaHC/SIuer COOOIeHU, C TO/Jep’KKOU
OarapeliHbIx M MOOWIBHBIX y3/70B. ba3supyeTcs Ha OecrpoBogHOM
Z. B ° cradgapre IEEE 802.15.4. TexHosoruss OTHOCUTCS K OeCIpOBOAHBIM
'g ee MepCOHaIbHBIM BbIUUC/IUTETbHBIM ceTsiM (WPAN).

Crietjuduikarnus ZigBee opveHTHpOBaHa Ha TIPWIOXKEHUs, TpPeOyroIre TapaHTHPOBAaHHOM
Oe3ormacHoOl mepeaur IaHHBIX MMPU OTHOCUTE/ILHO HEOOMBIITNX CKOPOCTSIX U BO3MOYKHOCTH
JUTATETbHOM paboThI CETEBBIX YCTPOUCTB OT aBTOHOMHBIX UCTOUYHWKOB NUTaHus (baTapeit).

Y wucTokoB mpoTokona ctouT opraHuzaius ZigBee Alliance, ocHoBanHas B 2002 u
BK/TIOUarotijasi B cebst 6osiee 300 koMraHUiA. AJbSIHC OTBeUaeT 3a Pa3BUTHE U MPOJBIKEeHHUe
CTaHZApTa, a Takxke 3a cepTrdukaiuio obopynoBanus. Crierdukanus ZigBee 1.0 6buia
parucdwuimpoBada 14 mekabpsi 2004 u mocTyriHa [ wieHOB anbsiHca ZigBee. Uepe3s rof
crieluUKaLMU T1ePBOM BepCUX TPOTOKOJAa ObIIM yTBEP)KAEHBbl, U OH CTajl BHEJPATHCS B
KOHeuHble ycTpoucTBa. Ceillyac nepBblid BapUaHT ClielM(UKalMy U3BeCTeH M0/, Ha3BaHUEM
ZigBee 2004. Bropoii BeIlycK cTeka Ha3biBaeTcs ZigBee 2006. 30 okts6pst 2007 r., 6bi1a
pa3mMelrieHa crierfudukaiusa ZigBee 2007, obecrieunBaroiiasi MoJHYH COBMECTHUMOCTh C
ycrpoiictBamu ZigBee 2006. B ZigBee 2007 pa3paboTuuKy TIpeACTaBWIN Cpa3y [Be
peasM3aliuM CcTaHjapTa: rnpoctyto ZigBee u npoasunytyto ZigBee Pro (ZigBee Pro Feature
Set). BonbIIMHCTBO COBpEMEHHBIX YCTPOWCTB /1 aBTOMaru3alyd Joma 0OasupyeTcs
¥MeHHO Ha Pro-sepcuu ot 2007 roza.

[Tpotokon ZigBee umeet psin orBeTBieHwii: B 2009 romy ObLn TIpejCTaBieH CTaHAAPT
ZigBee RF4CE (Radio Frequency for Consumer Electronics), a mo3aHee mosiBUIach
cnenudukaius ZigBee IP, npegHa3HaueHHas /i ucnosib3oBaHusi IPv6 B CeHCOPHBIX CeTsIX.
Ona mno3BonsieT pasBepHyThb ceTb G6LOWPAN mnoBepX MajOMOIIHBIX YCTPOMCTB C
noaaepxxkou IEEE 802.15.4.

bonblioe  KomMuyecTBO BepcuiM  TMPOTOKONAA BKyle C TeM, YTO MPOM3BO/CTBOM
KOMMYHUKALIMOHHBIX YWUIIOB C TOAJEp)KKOU ZigBee 3aHMMaeTCsi MHOXKECTBO KOMITaHUM,
KaXJas M3 KOTOPbIX MHTepnpeTupyeT crelyd(UKalyMy T0-CBOeMY, a TakKe BHOCHUT
oripeZie/ieHHbIe ONMTUMU3ALMM B PabOTy TPOTOKOMA, TIPUBOAUT K MpobsemMaM C
COBMECTUMOCTBIO. B jMTeparype yKasbiBaeTcsi, UTO 00OpyZOBaHMe Pa3HbIX CTaHAAapTOB B
pamMKax OJHOW CeTH Jyullle He HWCI0J/ib30BaTh, U BEPOSITHOCTb TOTO, YTO YCTPOMCTBa OT
Pa3HBIX MPOU3BOJUTE e OTKaXKyTCsl paboTaTh IPYT C IPyroM, BeCbMa BeJMKa.
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IIporpammublii uaTepdeiic ZigBee

HOns untepdelica ZigBee HeT eAWHOrO /1 BCeX MaTdoOpM TPUK/IaJHOTO TipoTokosa API.
CJlenaHo 3TO HaMepeHHO, 4YTOObI MPeAOCTaBUTh COBEPIIEHCTBOBAaHHE MPOTOKOOB API
MPOM3BOAUTENM0 T1aTGopMbl. [[s pa3paboTuMKa 3TO O3HAUaeT, UTO TIPU Tepexofie Ha
Apyryto 1iathopMy Heo6X0[UMO BHOCHTH TOIIPABKY B TIporpaMMHoe obecrieueHre. UToObl
YIPOCTUTD 3Ty 3aj/lauy, PEKOMEH/YeTCS BBITIOJHATh YacTh KOZIa, OTBEUAOIIYI0 3a 00MeH CO
CcTeKoM, Ha oTaenbHoM MK.

B craHpapTe npornvcaHbl TOJAbKO QyHKIMK ZigBee. KomaH/ibl, BbI3bIBalolle Ty WKW UHYHO
GYHKIMIO, UMEIOT pa3Hyl CTPYKTYPY B 3aBUCUMOCTU OT UCMOIb3yeMOU T1aThopMbl.
Hanpumep, komaHza nepegaur qaHHbix APSDE-DATA. request Ha o6opygoBaHuu Freescale
BbI3biBaeTCcsi MHCTpyKUMed AF_DataRequest(), a Ha miiardopme Ember — uHCTpyKiuen
emberSendDatagram(). Xotsi o06e (QyHKIMM Ha3bIBAIOTCA T10-pa3HOMY HW  HMMEIOT
HEeOZIMHAKOBBIN HAOOp apryMeHTOB, OHU TIPOM3BOJAT OHO U TO XKe JIeMCTBUe — Tepejady
OKTeTa.

CeTb ZigBee He MO)KeT cama OIpe[e/IUTh TUIl 00OPYJOBaHHS TOTO WM WHOTO Y3/a,
pa3paboTuMKy TMPUXOAUTCS JOrajblBaThCsi 00 S3TOM MO KOCBEHHbIM TpU3HAaKaM M
0co0eHHOCTSM ToBe/ieHus1 ycTpoiicTBa. ObopymoBaHue ¢ MeTKou ZigBee-certified siBnsieTcst
TIOJTHOCTBIO COBMECTHMMBbIM, BHE 3aBUCMMOCTHU OT IPOU3BOAUTEIS.

IIpumeHeHue

ITpotokonbl ZigBee pa3paboTaHbl AJisi WCIOMBb30BAaHUSI BO BCTPOEHHBIX TPUIOXKEHUSX,
TpeOyIOIUX HU3KYI0 CKOPOCTh Tepefaud AAaHHBIX W HU3KOoe 3Heprororpebnenue. Llenb
ZigBee — 3TO CO3/1aHMe HEJOPOroM, CaMOOPraHU3YIOLENCs CeTU C STYEMCTOM TOMOJIOrHuen
TpeiHa3HaYeHHOU /Il pelleHusl IIMPOKOro Kpyra 3ajad. CeTb MOXeT HMCIOJIb30BaThCs B
MPOMBIIIJIEHHOM ~KOHTPOJIe, BCTPOEHHBbIX [JaTuMkaX, cOope MeAWLIMHCKUX [JIaHHBIX,
OTOBELIeHUHU O BTOP)KEHUU WM 3a/ibIM/IEHUH, CTPOUTETbHOU U JJOMalllHeN aBTOMaTr3aLiuu
u T. 1. Co3maHHasi B UTOre CeTh MOTpPeO/sieT OYeHb Maji0 SHEPruM — WHAWBUYabHbIE
YCTPOMCTBA COIJIACHO [IaHHBIM cepTHUGHKanu ZigBee mM03Bo/AIOT 3HeprobaTapesm
paboraTh /jBa roja.

TurioBbie 06/1aCTH TPUMEHEHUS:

e JlomalliHve pa3BjeuyeHUs] U KOHTPOJb — PaljMOHa/lbHOE OCBellleHHe, NPOABUHYTHIN
TeMIiepaTypHbIM KOHTPOJ/Ib, OXpaHa U 0€30MacHOCTh, (GUIBMBbI U My3bIKa.

e JlomalllHee OMOBellleHWe — JaTUWKW BOAbl W SHEPrMd, MOHUTOPUHI 3SHEPruu,
[laTYMKY 3a/IbIMJIEHHS U T10)Kapa, paljMOHa/bHbIe JaTYMKU JOCTYyTa U [IeperoBOpoB.

e MobunbHble CTyXObl — MOOHW/BHBIE OIJIaTa, MOHUTOPHUHT M KOHTPO/b, OXpaHa M
KOHTPOJIb JOCTYIIa, OXpaHa 3/J0POBbSI U TEJIEIOMOILIb.

¢ KomMmepueckoe CTpPOUTeNbCTBO — MoHUTOpUHTr SHepruu, HVAC (Heating,
Ventilation, & Air Conditioning — OToryieHre, BeHTUISILIUSL U KOHJULMOHUPOBaHUE —
OBK), cBeTa, KOHTPO/Ib AOCTYTIA.

e TJlpombiiieHHOe 00OpyZlOBaHWE — KOHTPO/b IIPOLIECCOB, IMPOMBIIIIEHHBIX
YCTPOMCTB, yIipaB/jieHue SHepPruel U UMYyI1lleCTBOM.
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CeTeBble MPOTOKOJIBI

IIporokonel, persiameHTupoBaHHble crtaHaapramu [EEE  802.15.4 wu ZigBee 2007
Specification, obecreunBatoT ¢opmHupoBaHre U (PYHKI[MOHHPOBaHUEe OeCITPOBOAHOM
CEeHCOPHOM CeTH.

Crangapt IEEE 802.15.4 omnpepensier ¢usuyeckuidi 1 MAC ypoBHH, a crelu¢urKaLys
ZigBee ompezienisieT CeTeBOM YPOBEeHb U YPOBEHb NMpUIOKeHWH. Ha pucyHKe rokas3aH CTeK
TIPOTOKOJIOB ZigBee.

YpoBeHb npunoxeHun (APL)

®epma NpUNOXKeHUN

e e O61bekT npubopa ZigBee
npmmm ses npmnoimum {ZD‘U)

MoaypoBeHb noaaepXku npunoxeHun (APS)

EE Ynpaeneuue Bpokep cooBueHwn MeHampxep E
= BesonacHocTen APS APS NPHNOKEHAR I 0o
e 2 . T C
£z giﬁ
Jam o B
o5 = - E
E a CeteBo# ypoBeHb (NWK)
2 o Ynpasnexue CeTesbie ¥Ynpasnenne Vnpasnenme ceTsio
GEIONBCHOCTEI0 CETH CODBLLEHUA MEPWIPYTHIALWER

Onpeganewo IEEE
B02.15.4

YpoeeHb goctyna k cpege (MAC)

Onpegenewo ZigBea

Onpegenaar
NPoH3BOANTENL
Onpeaenaer
NPOMIBOANTEND

¢H3uqecxnﬁ ypoBeHb(PHY)

Pamwo 2.4 My | Panuo8sa/915 My

CHCOED

PYHELAY YPOBHA

Ncnojib3yeMble YaCTOThI

Ilepemaua [aHHBIX B paMKaX CeTH OCYLLeCTB/SeTCs I10 pajuokaHaty. Fcrnosb3yeMmble
YaCTOThI 3aBUCAT OT pervoHa: assi EBpornbl BeiOpaHo 3HaueHne 868 MTI'1y, ayia CIIIA u psga
apyrux crpad — 915 MTI'. Kpome Toro, craHzapt rpeaycMaTpuBaeT paboTy Ha 4acToTe
2,4 I'Ty — oHa He VMeeT MPUBS3KH K TeorpaduueckoMy nojaokeHuto. [Ipu 3Tom, mogobHoe
oOWMe BapUaHTOB Majo CKa3blBaeTCs Ha BOMPOCAaX COBMECTUMOCTH: TI0 (hakTy,
TIPaKTHUeCKU Bce ZigBee-obopyzoBaHue wucronb3yeT uvactory 2,4 I'Ti. OToT BapuaHT
obecrieurBaeT HaMOOJIBIITYIO TTPOITYCKHYIO CITIOCOOHOCTh — B TEOPWH, OHA MOXKET OCTHUTaTh
3HaueHus B 250 Kout/c. [labHOCTD TIepejau CUrHa/ia BHYTPH IMOMeIeHUs cocTaBsieT 10—
20 mMeTpOB.
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ZigBee Frequency Bands

Channel 0

ZMhz=z
Channels 1-10
—_—

I
868.3 Mhz | e

Zﬂ'kbfl 902 Mhz 928 Mhz
Channels 11-26 SMhz
-

250kb/s

2.4 Ghz 2.835 Ghsz
PHY Frequency Band Bit
| (MHz) (MHz) Modulation Rate Number of Channels
| B68-868.6 | BPSK 20 1
| B68 /915 | 902-928 | BPSK 40 10
2450 2400-24835 O-QPSK 230 16

ZigBee Ha mnionoce 2,4 I'T'y ucnonb3yet KaHanbl 11-26, pa3gesieHHble WHTepBasioM 5 MI'.
B ycrtpoticTtBax Freescale kaHanbl umeroT HoMepa 0—15, 103TOMy UX Ha/lo TPaHCIMPOBATh B
KaHanel 11-26. B cersix ZigBee wucnonb3yercs: yriotHeHuWe criekrpa (DSSS — Direct
Sequence Spread Spectrum). [lepesaua TPOM3BOAUTCS B MOMYAYIVIEKCHOM pexume. B
KaXKIbIli MOMEHT BPeMEHHU [IOCTYIIeH TOJILKO OfH KaHasl. OOBIUHO B TTPOTOKO/Iax ZigBee He
UCTIONb3YyeTCsl TepeK/ioyeHre KaHaja. BbICOKoe KaueCTBO pabOThI fake B YCIOBUSAX
CWJTLHOM 3allTyM/IeHHOCTH obecrieurBaeTcst Moy siet O-QPSK u yriotHenuem DSSS.

Ilpy kBapgparypHoil ¢a3zoBoii manumynsanuu QPSK (Quadrature
Phase Shift Keying wim 4-PSK) ucronb3yercsi co3Be3pye 13 YeThIPEX
TOYeK, pasMellEHHbIX Ha pDaBHBIX pacCTOSHUSIX Ha OKpy)XHOcTH. Ha
CUMBOJI TIpUXOAUTCS ABa 6urta. CKOpPOCTb MOXKeT ObIThH yBe/luueHa B [jBa
pa3a otHocutesbHO BPSK mipu TO# ke mosioce CUrHaia, MO0 OCTaBUTh
CKOPOCTb Ipe)XHel, HO YMeHbLIUTb II07I0CY BJBOE.

» Xora QPSK MOXHO cuWTaTh KBajpaTypHOW MaHumyssiguer (QAM-4),
VHOTJa eé Tipolle paccMaTpuBaTb B BHJE [BYX He3aBUCHUMBIX
MOZY/MPOBaHHbIX HecyluX, cABUHYTBIX Ha 90°. Ilpu Takom nopxone

- o yéTHble (HeUETHbIe) OMTHI WCIMOMB3YIOTCS [/ MOAYIALUM CUHGba3HON

cocrassstonieil I, a HeuétHble (UETHBIE) — KBaJpaTypHOW COCTAaBJISIOIEN

Hecymeli Q. Tak kak BPSK wucrnonb3yercs: [jis 00eUX COCTaBJSIOIIUX

Hecylleld, TO OHU MOTYT ObIThb leMOZy/IMPOBaHbl He3aBUCHUMO.

¥
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B deTbIpexno3uUoHHON ()a30BOH MOJY/ISILMH CO C/IBUTOM KBa/[paryp

(OQPSK - Offset QPSK) OuTtoBble TOTOKM, II0JaBaeMble Ha

40 MOZY/STOpB! KBajpaTyp I U Q, cABUHYTHI ApYr OTHOCUTENILHO JApyra Ha

JJIUTeNIBHOCTb  OfHOTO OWTa (MON0BMHA CHUMBOJIBHOTO WHTEpBasa).

: >y ITosTOMy B KOHKDETHO B3fTbIi MOMEHT BpeMeHU TOMbKO OJUH W3

KBa/IpaTypHbIX OMTOBBIX TIOTOKOB MOXKET M3MEHSIThb CBOe 3HaueHHWe. JTO

co3jaer Juarpammy repexoioB COCTOSTHUH, CyLLleCTBEHHO

» OTIMYAIOLIYIOCS OT AUarpaMMel Ilepexo/ioB COCTOsIHMM Mogyssuy QPSK.

B OQPSK curHajibHble TpaekTOpyMd He IPOXOAAT PsiOM C HavyaaoM

KOOpJVMHAT KBaJpaTypHOW IUIOCKOCTH. B pesynbTare MakcuMmaibHOe

- = U3MeHeHUe aMILIMTY/bl IlepefjaBaeMoro CWrHasna pgocruraer 3 gb. Jto

’ CyIIeCTBEHHO MeHbllle W3MeHeHUs] aMIUTUTYAbl B CUTHa/maxX ABOWYHON U

KBaZlpaTypHOii ~ Mopynsauuu. B pesynbrate  yhaeTcss  MOMy4YUTb

CYIIeCTBeHHbIM BBIMTPHIII TI0 KO3(QUIIMEHTY TI07e3HOT0 [efCTBUS
YCUNUTEJISI MOIIHOCTH PafiioriepeAaTurkKa.

Meroa npsiMoil 1OC/IeA0BaTe/IbHOCTH /i pacmmupenns crnekrpa DSSS (Direct Sequence Spread
Spectrum) — IMHMPOKOMNO/JI0CHAS MOAY/IAIUA C NPAMBIM paciidpeHNeM crneKTpa. VIcXoAHbli ABOUYHBII
curHan TipeoOpasyeTcs B TICEBAOCIYYaliHYIO TIOCTe[0BaTe/NIbHOCTb, HWCTONb3yeMYyH Ui MOAY/ISLAN
Hecylei. Bes ucronb3yeMasi «IIMpPOKasi» T10JI0Ca YacTOT [IeIUTCS Ha HEKOTOpPOe YWC/IO TOKaHalioB (B
ZigBee 31Tux mozikaHanoB 32). ITo cranzapty 802.15.4 Kaxplli mepe/iaBaeMblii 0alT MH(OpPMAILUN JeTUTCS
Ha /iBa mony0aiita (4-OMTHBIX CHMBOJIA), K&XIbI M3 KOTOPBIX MO TabyuIle MepeKogupyeTcs B 32-OUTHIO
TICII, koropasi mepefaeTcss Kak Obl OJJHOBPEMEHHO M TiapajuleibHO ((pU3WUeCKU CUTHAJIbI TIepelatoTCs
TIoC/ieloBaTeIbHO), UCMOb3ys Bce 32 mofkaHana. [Ipyu 3TOM CHUIBHO YMeHbIlaeTCs OTHOIIeHHWe YPOBHS
repe/laBaeMoOro CMrHajsa K YpOBHIO IIyMa, (TO eCThb C/Iy4alHBIX WM TpeJHaMepeHHbIX TOMeX), TaK UTO
TiepeZlaBaeMblii CHTHal Y)kKe Kak Obl Hepa3nmuuuM B oOmem myme. Ho OGnaromapsi ero M30BITOUHOCTU
TIPYHUMaIOLIlee YCTPOMCTBO BCE JKe MOJKeT ero pacrio3Harh.

Symbol Chip sequence (Cq, C1, C, ... , Ca1)

0 11011001110000110101001000101110
11101101100111000011010100100010
00101110110110011100001101010010
00100010111011011001110000110101
01010010001011101101100111000011
00110101001000101110110110011100
11000011010100100010111011011001
10011100001101010010001011101101
10001100100101100000011101111011
101110001100100101100000011101 11
01111011100011001001011000000111
01110111101110001100100101100000
00000111011110111000110010010110
01100000011101111011100011001001
10010110000001110111101110001100
11001001011000000111011110111000
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Bribop kaHasma TIPOM3BOAUTCS TIO/Ib30BaTe/ieM. YCTPOWCTBO TIPU TOJK/IHOUEHHWH K CeTH
CKaHUpyeT Bce KaHasbl. [Ipy (popMypoBaHMM CETU CKaHUPOBaHWE TIPOBOJUTCS ABaXKAbI: B
MacCMBHOM U aKTUBHOM peXWMax. Pa3paboTumKy TIpefoCTaB/sieTCsi BO3MOXKHOCTB
WCTI0/Tb30BaTh /IBa peXkuMa paboThl ceTH: ¢ «Masskom» (beacon-enabled) u 6e3 Hero (beacon-
disabled). Pexxum beacon-enabled obecreuriBaeT cTporo CTpyKTypMpOBaHHYIO 1O BpeMeHU
repefiauy JaHHBIX B PAMKax CYTepLIMK/IOB, UTO MO3BOJISIeT OMpe/e/uTh BpeMs 3a/Iep>KKU Ha
OTCBIJIKY TakeTa. MasikoM B CeTH SIBJISIETCSI KOOPAWHATOP, KOTOPBIN pacchi/laeT COOOIeHUs
CUHXPOHU3aL[1H.

[TaccuBHOE CKaHMpOBaHWE T[I03BO/IsIeT BbIOpaTh Haubosee CBOOOAHBIM KaHa/l, a TIpU
aKTUBHOM CKaHMPOBAaHUM KOOPJAWHATOP pacchliaeT HaliZleHHble B CeTH 3alpoChl Masika
(beacon request), uTobbI ompesienUTh 3aHAThIe UAeHTU(GUKaTOpbl PAN. 1o yMoIuaHUIO CeTh
ZigBee BpIOMpaeT KaHa/l C HAUMEHBIIIMM KOJTMUeCTBOM CeTell M C CaMbIM HHU3KUM yPOBHEM
mryma. [Ipu mogK/IroueH|M YCTPOMCTBA K CeTH MPOBOAUTCS TOMBKO aKTUBHOE CKaHUPOBaHUe.
Ecmu cetb yxe chopmMHpoBaHa M MOAK/IIOYaeMOe YCTPONCTBO TMOMYUYM/IO OTBETHBIM Kajp
Masika (beacon response), To KaHa/ CYUUTAeTCS OCTAaTOUHO TUXUM.

JInneH3upoBaHue

Crierjudukanus ZigBee mocTymnHa i IIMPOKOM MyO/IMKK TIPU YCIOBUSIX HEKOMMEPUECKOTO
WCII0/Ib30BaHusl. BXoJgHOUM ypoBeHb ujieHCTBa B a/bsiHCe ZigBee, Ha3biBaemblii Adopter,
obecrieurBaeT JOCTYII K elljé He OMyO/JMKOBaHHBIM CrieliuUKalisM U pa3peliaeT co3/aBaTh
TIPOAYKTHI [I/Ii KOMMEPUECKOrO WCIO/Ib30BaHusl crieluduKaiuu. Peructpauus B Xofe
WCTIO/Ib30BaHusl  crieldukaruu  ZigBee TpeOyeTr OT KOMMepUecKoro pa3paboTuMKa
TIpUCOeJHeHUs K anbsHCy ZigBee.

FOC!E&QCTBEHHOE peryjinpoBaHue

CornacHo Pemennto I'KPUY npyu Munungopmcsssu Poccuu ot 07.05.2007 Ne 07-20-03-001
Ha Tepputopur P® mprmMeHeHue ceTeil ZigBee B yactoTHOM guanasone 2400-2483,5 MI'ng
He TpeOyeT MoyueHHs YaCTOTHBIX pa3pellieHU 1 [JOTIOJTHUTEeIbHBIX COI/IaCOBaHUH.

Tononorus cetu ZigBee

ZigBee niogep>kKuBaeT MPOCTbIe TOIMOJIOTUU CETU, TaKUe KaK «TOUYKa-TOUKa», «JepeBo» U
«3Be31a». OHaKo, OCHOBHBIM BapUaHTOM TOMOJIOTUU SIB/ISIETCSI CAaMOOPTaHU3YIOIIYIOCS U
CaMOBOCCTaHAB/IMBAOLIYIOCA  AYeucmylo  (mesh) mononoeuto C peTpaHC/IsALMed U
MapIpyTu3anyei cooOiieHnii. B Takol ceTd, Ka)kKJoe YCTPOMCTBO MOXKET CBSI3bIBATbCS C
JFOOBIM IPYTMIM yCTPOMCTBOM KakK HampsIMyl0, TaK U depe3 MPOMEKyTOUHbIEe Yy3/Ibl CETH.
fluericTass TOTMONOTHS TIpe/jlaraeT ajbTepHAaTUBHbIE BapUaHTHI BbIOOpa MapIpyTa MeXay
y3namy. CooOllleHdsi TOCTYMarOT OT y37a K Y371y, TMOKa He [JOCTUTHYT KOHEUYHOTO
rosyyaresnss. Bo3MOKHBI pa3/iuHble TYTH TIPOXOXKAEHHS COOOINEeHHH, UTO TIOBBIIIAeT
[OCTYITHOCTb CeTU B C/Iydae BbIX0OZa U3 CTPOSI TOI'O WA UHOTO 3BEeHa.
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B cetu ZigBee cyujectByeT 3 TUMa y3JIOB: KOOPAMHATOP
(2C), poytep/mapiipyTtusarop (ZR), KoHeuHble yCTpOUCTBa
(ZED), xortopble JensTcA Ha ChOsue yCTPOWCTBA U
MOOU/TbHBIE YCTPOMCTBA.

['naBHOe ycTponcTBO B ZigBee-ceTu — 3T0 KoopauHartop. B
KaKI0M ceTh ecTb OfuWH KoopAuHatop ZigBee.
KoopauHaTtop BbIMOJHSAET (PYHKIUU 10 (OPMUPOBAHUIO
CeTH, a TakKXKe SIB/IIeTCS] OJHOBPEMEHHO [JOBEpUTEeTbHBIM
LeHTpoM  (trust-LieHTpoM).  JloBepuUTe/bHBIA  LIEHTP
Mcbwneweiin | YCTAHABJIMBAET TIOJUTUKY 0€30MacHOCTH, XPaHUT K/IHOUU
7 Oe3omacHOCTM Y 3a/laéT  HACTPOMKKM BO  BpeMs
© vapupyrsarop () Srumi TIO/IK/IFOUEeHMs] YCTPOIMCTBA K CETH.

RL:' KaopguuaTop

KoneuHoe  ycTpoiicTBO oOMeHMBaeTcsi UWHGoOpMaleli C  MaTepUHCKUM  Y3/I0M
(KoOopAMHATOpPOM WM MapuipyTu3atopom). OHO He MOXeT Tepe/iaBaTh JaHHbIe C APYTHUX
yCTpoiicTB. M3-3a 3TOrO y3es OOMbIlyr0 YacTb BpeMEHW MOXKET TpeObiBaTh B CIISIEM
cocTosiHUMA (PeXXUM TIOHM)KEHHOTO 3HeprormorpebsieHusi), UTO TIO3BOJISIET 3KOHOMHUTh
3Hepropecypc Oatapeli (kKak IpaBW/IO TaKue YCTPOMCTBa MMEIOT aBTOHOMHOe IUTaHUe).
OObIYHO KOHEUHBIE YCTPOMCTBA BBITTOTHSIOT POJIb AATYMKOB WJIM KOHTPOJIJIEPOB KaKUX-TMO0
WCTIO/THATETbHBIX YCTPOUCTB. VX KOMMUYECTBO [UKTYETCS TIOTPeOHOCTBIO KOHKPETHOTO
TIPUJIO’KEHUSI.

PoyTepbl OCYIIIeCTB/SIIOT MapIIPyTHU3al[Mi0 TIAaKeTOB I0 CeTH U JO/DKHBI ObITb TOTOBBHI K
repesiaue JaHHBIX B 110001 MOMeHT BpeMeHH. [103TOMY 3TU y3/1bI He UCIIO/B3YIOT PeXXUMOB
TIOHM)KEHHOT'O0 SHEeprornoTpebieHys ¥ UMeIOT CTaljMOHapHOoe MUTaHue. VX KOo/ln4ecTBO B
CeTH JI0/DKHO OBbITh /JOCTaTOUHBIM [Jisi 00CTy>KuBaHUsI TpeOyeMoro KojMuecTBa CISIUX U
MOOW/IBHBIX y3/I0B. MaKCUMMajbHOe KOMMYeCTBO  CISAIIMX WM MOOWIBHBIX V3/I0B,
00C/Ty)KMBaeMbIX OJHUM POyTepoM - 32.

OOMeH 1aHHBIMHU M 3a/IEPXKKH

[Mpy WHIWBUAYaTbHOM pacChbUIKe CHauaaa MeX[y y3/1aMd aBTOMaTh4yecKd BbIOMpaeTcs
MapuipyT. [locsie moATBepKAeHUs] TakeT TMOCHIIAeTCS TIOBTOPHO /0 Tpex pa3. WHoraa
MapLIpyT Ilepefauyd M3MeHsIeTCs, eC/Id IPOMEXYTOYHBIM y3e/l BBIXOJUT U3 CTPOSl.
[ITrpokoBew1aTebHbIe JaHHbIE MEPeJArOTCsl BCEM y3/1laM CEeTH, HaxOJSLUMMCS B Mpefesax
JocsiraeMoctd. ['pynmnoBasi mepefjaua OCylLLeCTB/SIETCSl B Mpefiesiax Orpeze/leHHOW TPYIIIbI
Y3/I0B.

ZigBee — aCHMHXPOHHBIM TIPOTOKOJ, TI03TOMY KaK[bIM Yy3e/l MOXXeT WHUI[MAPOBATh
nepefiauy B /000 MOMEHT BpeMeHHW. Harpumep, Korjja Mo/ib30BaTe/lb BK/IFOUAeT CBeT,
JAHHbIE TIOCBHLIAFOTCS MIHOBEHHO, HE3aBUCHMO OT OBICTPOAENCTBUS BBIK/TIOUATEIS.
Hedocmamok ZigBee 3akaioyaemcsi 8 momM, Umo He/ib3si npedcKd3dmb 3d0epicKy nakemd.
OObIUHO TIpUHUMAETCs, YTO [JisA Tepejaud TakeTa Tpebyercs mo 10 MC Ha KaKIbld
TIPOMEXKYTOK MeXkKay aboHeHTamu. CIOKHOCTM BO3HHUKAIOT, KOrja TpeOyeTcs TOBTOpHast
MOChITKA WM BbIUMC/AeHWe Mapiipyta. [Insg Beibopa MapiipyTa ITPOM3BOAUTCS
IIMPOKOBeLl[aTe/IbHasi PacChlKa, a YCTPOMCTBO, HauaBlliee Tepefauy, AO/DKHO JK/aThb.
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[ToBTOpHBIE TIOCBUIKU JenATCsl Ha Tomaroele — MAC U MeX[y KOHEeuHbIMU
ycrpouictBamu — APS. Eciv oguH y3en1 UHULMKPYeET mepejady Apyromy, HaxosILeMyCs
Ha pacCTOSTHUM YeThIpeX CKAaukoB, TO B CpeJHeM IMakeT Oymer mpuHAT depe3 40 mc, a
ToATBep K eHre npuzet yepes 80 Mc.

[Tpyu MHAMBUYaBHOMN Tiepefaue C TMOATBEP)KIEHHMEM MOKET ObITb MPOM3BEIEHO [0 TPeX
TIOBTOPHBIX TIepefjad C WHTepBa/ioM 1.5¢C, T.e. B XyJIIeM C/iyuae 3a/lep>KKa MOXKeT
COCTaBUThL OKO/IO 5 c. Pa3mep makeTa He B/IMSIET Ha 3aJIepKKy, €C/TM KaHa/l OTHOCHUTE/TbHO
CBOOO/IEH, TIOCKOJIbKY BpeMsI O)KHM/aHUSI BBIOMpaeTCsl CAyyalHBIM 00pa3oM, yMeHbIIast
BpeMsi Tiepefaud. Ho ec/M KaHa/m 3arpy’keH, TO BePOSITHOCTb TIOBTODHOM TOCBUIKU
9KCITOHEHIIMa/lbHO BO3pacTaeT C YBeJWUEHHWEM [I/IMHbI T1akeTa. B CBI3M C 3TUM
PEKOMEH/IYeTCs TIepechljiaTh KOPOTKUE TIaKeThl, UTOObI COKPAaTUTDb 33/I€P)KKY Y YMEHBIITUTh
3aHMMaeMYI0 I0JI0CY, 0CBOOOKasi pecypc AJisi APYTUX MpuiokeHui. [Tepesaua B 60/bIINX
rakeTax 1iejiecoobpa3Ha TOMBKO B CIyvae, e/l JaHHbIe UMEIOT OUeHb OO0JIbIIION 00beM.

Anpecanus ceTu

Turiel agpecoB ZigBee u quana3oH Ux 3HaueHWi rpuBezieHbl B Tabmuiie 1. CeTeBoit azipec,
ob6o3Hauaembiii NwkAddr, mnpexcraBnser coboii 16-pa3psifHOe UHMCIO, YHUKaJIbHO
orpejesstoliee y3esl B C€TH, TO €CTb OAWH KOOPAUHATOP, TEOPeTUYeCKH, MOXKET B3SThb M0/
cBOrO oreKy nopsiaka 65 000 ycrpouctB. Bmecte ¢ Tem, npeaycMOTpeHa BO3MOXKHOCTB
OJHOBPEMEHHOI'0 UCMO/Ib30BaHUsI HeCKOIbKUX ceTel. Hanpumep, B otenie Aria (Jlac-Berac)
OJHOBPEMEHHO HCIIO/b3yeTCsl OKOJO 75 ThIC. YCTPOWCTB C TioAjepkkou ZigBee.
Koopaunarop Bcerga umeet agpec 0x0000. Ha ogHOM KaHajie MOTYT CyLLleCTBOBAaTh [Ba
KOOpJMHATopa C OJWHAKOBBIMU aJipecamu, IIOCKOIbKY OHU umeroT pasHble PAN ID
(Personal Area Network ID — ugentudukatop cetn).

Tabauya 1

Adpeca ZigBee
Ha3spanue JAunana3oH OmnucaHue
Kanan 11-26 ®usuyeckas yactb PU—criekTpa
Upentudukarop PAN  Ox0000-0x3fff AJIpec ceTu B KaHaje
Ceteroid afpec Ox0000-0xFFf7
(NwkAddr) Agpec y3na B ceTd
KoneuHast Touka 1-240 AJipec TIpUIOKeHHs B y3i1e
Knacrep 0x0000-0xffff OGbeKT BHYTPU NPU/IOKEHHUS
Komanza OX00-O0xff JelicTBMe BHYTpPH K/1acTepa
ATpubyt 0X0000-0xffff E/iMHMIIa JaHHbIX BHYTPU K/lacTepa

Pacimpennsiii PAN ID  OX0000000000000000~  YuukanbHbIA 64-pa3psHblii
Extended PAN ID (EPID) OXffffffffffffffff  upenrupuxarop cern

['pyrma OX0000-0xffff BoiGpaHHas 4acTh y3/10B CETH
e 0X0000-0xFFFf Mipofimm b
rpodust

B creke ZigBee (0x01) mose NwkAddr xapakrepu3yeT pacriojio)keHWe y3/1a B CeTH.
Haripumep, ycrpoiictBo ¢ NwkAddr = 0x0001 siBisieTCsl epBbIM TTOAKTHOUUBIIIEMCS K CETH
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ZR, a y3en c agpecom NwkAddr = 0x796F — 3To mepBoe KOHeuHOe yCTpOCTBO. B cTeke
ZigBee Pro (0x02) agpec mpucBavBaeTCst TPOU3BOILHBIM 00pa30M.

MAC-aapec

MAC-agpec — 3T0 pacCHIMpeHHBIM ajipec, TMpeACTaB/SIOMUNA Cco00l yHUKa/lbHbINA 64-
pa3psiiHbIii HOMep, MPHCBOEHHBIM ycTpouictBy. Mexay agpecom MAC u NwkAddr et
cBsi3U. IIpy OTK/IIOUEeHUM yCTPOMCTBA OT CeTH Y MOACOeAUHEeHUH ero K apyrou MAC-azapec
obsi3aTenlbHO ocTaHeTcs pexkHUM, @ NwkAddr MoykeT U3MeHUThCS.

IIpuemuuku ZigBee nHe copepxar MAC-azpec. OH HasHayaeTcsl NPOU3BOJUTENIeM U
3anMchIBaeTCsl BO (UISII-NIaMSATh MUKPOKOHTPOJUIEPa, PacIooKeHHOro Ha ruiate. MAC-
aJipec 3amnMchiBaeTcsi OT MJjajiiero 6urta K CTapiieMy, [03TOMy BO QUISLI-IaMsTh
yCTPOICTBa OH 3aHOCUTCSI B 0OpaTHOM TOpSsiZIKe.

MAC-azipec MOXXeT WMHOTJa MCIOJIb30BaThbCsl BMECTO KODOTKOTO ajipeca y3/a, Haripumep,
ecId y3eq TiepeMeliaeTcss W MeHseT CBOM KOpPOTKMM agpec. Tak, Korja TIy/ibT
JMVCTAHI[MOHHOTO yTIPaBJIeHHsI BBIXOAUT W3 30HBI OXBaTa CBOETO POAWTEJIs], OH HWIIeT HOBOE
POAUTETLCKOE YCTPOMCTBO, UTOOBI OBIThH JOCTYITHBIM /IJIs1 Y37I0B CETH.

Npentudukaropsr PAN

Npentudukaropsl PAN ID ucrionb3yroTcs /sl JOTUUeCKOro OTAesleHUsl Y3/10B OJHOM CeTH
ZigBee OT y3/I0B [JpyroM, eC/iM CeTH PacIooKeHbl Ha OJHOM U TOM ke TepPUTOPUH MO0
paboTaroT B ofHOM KaHaJsie. biarogapst pasHbiM ID HeCKOBKO ceTeil MOTYT CyIIieCTBOBATh B
HEeTI0CpeICTBeHHOU O/30CTH APYT OT Apyra 6e3 uHTepdepeHIuH.

Wpentudukarop ZigBee nipefcrassieT coboit 16-paspsiaHoe unciao ot 0x0000 go 0x3fff. B
cradgapre 802.15.4 upeHTU(UKaTOphl UMeHOT 3HaueHus B AuariazoHe 0x0000-O0xfffe. B
Bepcun ZigBee 2006 neHTH(hUKATOPEI UMEIOT YHUKa/TbHOE 3HaueHue Ha JAHHOM KaHaje,
T. €. B pa3HbIX KaHanax MOryT paboTars ycTpoiicTBa ¢ oguHakoBbiM ID. B ZigBee 2007 370
3arpelieHo 13-3a puMeHeHus QPyHKIMKM ObICTpoii oACcTpouiku uacToThl (frequency agility),
KOTOpasi paspellaeT CeTy MepeK/IruaTh KaHabl /1JIs1 [IOMCKa JIy4LIero.

[Tpu popmupoBanuu cetu PAN ID npunumaer 3Hauenue Oxffff, koTopoe roBoput o TOM,
YTO MPUJIO)KeHHe 3arpalliMBaeT y CTeKa CydaHbll WleHTU(PUKATOp, He KOH(MIUKTYIOIUHN C
ID apyrux, paboraromux mobmmszoctu, cereid. Ilpu mopknmrouenuud k cetu ID = Oxffff
O3HauaeT, UTO y3e/ XOueT TOAK/IIOUUTBCA K Jto0oi cetn. MpeHTudukatop BbIOMpaeTCs
TI0/Tb30BaTeIeM.

Paciuvpenusii uaeatudukarop PAN
Pacmmipensbie uzentugukaropsl (EPID — Extended PAN ID) npeacraBasitoT coboit 64-
pa3psiiHble umc/ia, KOTOpble YHUKAIBHBIM 00pa3oM UeHTU(UIUPYIOT TIepCOHANTbHYHO CeTb.

OOMeH [JaHHBIMH TIPOM3BOJUTCS C WCIOIb30BaHWEM 16-pa3psgHoro uaeHTU(UKaTopa,
KpoMe ofHoro cmayyasi. OTBeTHbIM KaJp, TOC/JaHHBIA Ha 3arpoC Masika, COAEepXKUT
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pacIIMpeHHbINd UAeHTU(UKATOP CeTH, YTOOBI y3es1, KOTOPbI XOueT MOJKIHUUTHCS K CeTH,
BbIOpas HyHbIH 1D.

Korpa y3en ZigBee xoueT nOAK/IFOUMTLCS K CETH, OH BCerja BbIChblIaeT 3arpocC Masika. 3arem
OH aHa/lM3MpyeT BCe TIONyueHHble OTBeTHble Maski U BbIOMpaeT TOAXO/SAIINN.
PacimmpeHHble ueHTU(PUKATOPbl He YCTaHAB/IMBAlOTCS HU OJHUM KOMUTETOM CTaHZapTOB.
Ons crapumx 24 paspszpoB EPID pekomenayercs ucrnonb3oBate OUI — yHUMKa/bHBIN
HOMep, TIPHCBOEHHBIM CeTeBOMYy YCTPOWMCTBY mpousBoauTteneMm. Pacumpennele 1D
abcomoTHO He cBsizaHbl C 16-pa3psigHbiMu HAeHTU(dUKaTopamu U MAC-agpecamu U
VICTIOJIb3YIOTCSI UCKJTFOUUTEJIBHO /151 HAXOXKJEHUs! Y3/I0M HY>KHOW CeTH.

Anpecanus BHYTPH y3/1a

Buiiie ObuTM TIpUBe/IeHBI TTapaMeTphbl y3/1a, HeoOXOoAWMbIe il ero Orpefie/ieHHs B CeTH.
OpHako ZigBee obecrmeunBaeT TakkKe COBMECTMMOCTh Ha YPOBHE TIPUJIOKEHHUSI 3a CUET
UCTIONb30BaHUsT K/IaCTePOB, KOHEUHBIX TOYEK, KOMaH[], aTpulyToB M npoduieit. Kaxapii
nakeT go/bkeH cogepxkatb PAN ID (mone MAC), NwkAddr (nmone NWK), agpec KoHeuHo#
TOUKU TIPUEMHUKA U nepearuuka, ID npodus u knactepa (mone APS).

KoHeuHbIe TOUKH

KoHeuHble TOUKM TIO3BOJISKOT OTHOCUTH OJMH Yy3e/ K pa3/idyHbiM TPOQWIsAM WU
00beIUHATD HeCKOMbKO ZigBee-ycTpoiicTB B y3en. Kakaplil y3e/ CeTH MOXKET COfiepKaTh
1-240 KOHeUYHbIX TOUEK B COOTBETCTBUM C KOJMUUECTBOM BBIITOHSIEMbIX TPUJI0KEHUM.
Homepa KOHeuHbIX TOUeK MOT'YT UATH He T10 TIOPSAKY.

Hampumep, BbIK/IIOUaTe b MOXKeT ObITh TIpeJjHa3HaueH Kak [jis BHYTPEHHEero, Tak W st
BHeIlIHero ocBemleHusi. COOTBETCTBEHHO, OH Ipe/CTaB/sieT cOOOi [iBe KOHEUHbIE TOUKHU.
Takue yCTpOMCTBa Kak TePMOCTAT MOTYT COZiep>KaTh HECKOJIbKO He3aBUCUMbBIX YCTPOMCTB C
TOUKM 3peHus ceTH (JaTuuk, MHTepdelC Mob30Bare/isi, HarpeBaTe/bHbIA U OXJ1aIUTe/IbHbIN
3JIEMEHTBI).

Knacrepsl

Knactep TmOXoK Ha KjlacC B 0OBEKTHO-ODUEHTHPOBAHHOM IPOrPaMMHUDOBAaHUM U
npe/icTaBsisieT 000 COBOKYITHOCTb:
® onucaHus cmaHoapmHoz2o Yycmpoticmea ZigBee (ocCBeTUTeTbHOE YCTPOMCTRO,
JUMMeD, BbIK/TtOUaTe b, CYETUHK)
® OnuCaHusi CMAaHOapmHbIX ampubymog AJisi TOTO0 YCTPOWCTBA (BK/I./BBIK/IL., SIPKOCTb,
TOKa3aHUsl CYeTUUKa)
® ONnuUCaHusi CMAHOApmMHbIX KOMAHO [Jisi 3TOTO0 YCTPOMCTBa (YCTaHOBUTH YPOBEHb
SIPKOCTH, CUMTATh MOKa3aHWsl, BKITFOUNTh/BBIK/TIOUUTB )

Knactepbl UMeIOT K/IMeHT-CepBepHYH0 Tipupoay. ZigBee-cepBep — 3T0 yCTpPONCTBO, KOTOpOE
XpaHUT 3HaueHue aTpubyTa, B TO BpeMs, Kak ZigBee-K/MeHT JUCTAaHLIMOHHO CUMTHIBAET WU
3aIMChIBaeT 3HaueHue 3TOro arpudyTa. Hampumep, mapa CTaHJapTHBIX YCTPOMCTB JIaMIIOUKa
Y BBIK/IFOUATe/lb MOTYT BMeCTe peasii30BaTh (DyHKI[MOHUPOBaHUE CTaHAAPTHOTO KjacTepa
BKJTIOUMTB/BLIK/TIOUMTh. [Ipy 3TOM jamrouka OyZieT OTBeTCTBEHHA 3a CepBEpPHYI0 uacTb
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knactepa. OHa XpaHWT 3HaueHWe aTpulOyTa BK/IFOUEHO/BBIK/IIOUEHO. BbIK/IIOUaTes b
[VICTAaHIIMOHHO yCTaHaB/MBAeT 3HaueHWe 3TOro aTpulyTa M peayn3yeT, TaKUM 00pa3oMm,
KJIMEHTCKYI0 yacTh Kjiactepa. OIHO U TO )Ke yCTPOMCTBO MOXKET COJEepKaTb KIWEeHTCKUe
YaCTU OJHUX KJIaCTepPOB U CepBepHble uacTu Apyrux. Harpumep, BbIK/IIOUaTe/lb B HallleM
NpYMepe MOKeT [IOTIONIHUTEe/IbHO COZlep>KaTh CepBepHYI0 YacTh K/jacTepa KOH(Uryparus,
TIpY TIOMOLIM KOTOPOTo OH OyzZeT monydaTth WHGPOPMALIMI0O O Pe)KuMax CBoell paboThl OT
KOH(UTypUPYIOILlero yCTpONCTBa.

Krnacrepbl onpegensitorcsi 16-pa3psiiHbIM - UIeHTU(UKATOPOM U SABJISIOTCS  00BeKTaMu
npunoxeHusi. B To BpeMsa kak NwkAddr u KoHeuHble TOUKHM OTHOCSITCSA K afipecalluH,
K/lacTep Orpefie/isieT Ha3HaueHWe TIpWiIoKeHus. Haripumep, Kiactep BK/IIOUEHHUS WU
BbiK/toueHuss On/Off BbimosHsIeT AeiicTBUe TepeBofia YCTPOMCTBA M3 OAHOTO COCTOSIHUS B
apyroe. I1py 3TOM THIT UCTTOTHUTE/ILHOTO YCTPOMCTBA HEBA)KEH.

Tekyliljee cOCTOsIHHE YCTPOWMCTBA OINpefesseTcss TPUIOKeHWeM 10 arpubyTy BHYTpU
Kiactepa. HekoTopele KiacTepwl, orpefeneHHble B ZigBee, npuBeseHbl B Tabmuie 2.
Knacrepsl onpeziesieHbl TOMBKO BHYTPU KOHKpeTHOro mnpoguis. Hanprmep, B ofHOM
npocdusie kaactep 0x0000 moxeT BbinosiHAThL OTKMoueHue cetu (Off), a B gpyrom —
cofep)kaTb OCHOBHble ycTaHOBKM (Basic). Kpome wupeHTH(]UKaTopa K/jacTepbl HWMEROT
HarpaBieHre. B cBoiictBe SimpleDescriptor koHeuHON TOUKM KjacTep 0003HauaeTcsi Kak
BXOJ], /I BBIXOZ,.

Tabauya 2
Knacmepubi ZigBee

HaumeHoBaHue ID

Basic (ocHOBHOI) 0x0000
Power Configuration (pery/ivpoBKa MOIIHOCTH) 0x0001
Temperature Configuration (HacTpoiika TeMIieparyphbl) 0x0002
Identify (knacTep pacro3HaBaHus) 0x0003
Groups (KacTep TpyIIIibI) 0x0004
Scenes (knacTep cLeH) 0x0005
On/Off (Bk/r0UeHNE/BBIK/TIOUEHHE) 0x0006
On/Off Configuration (HacTpoiika BK/IFOUeHHS U BBIK/TFOUEHHs) 0x0007
Level Control (yrnpaB/ieHre ypOBHEM) 0x0008
Time (Bpemsi) 0x000a
Location (MecTomnosoxeHue) 0x000b

B crangaprtHeix nipodunsx (Public profile) ucrionb3yercs 6ubnmuoreka kiactepoB ZigBee
(ZigBee Cluster Library, ZCL), copepxaijas KoMmaHAbl ¥ arpuOyTbl. C TOMOIL[BIO
OUOMMOTEeKN JIETKO TO/YYUTh WM TIPUCBOMTH aTpUOyT, UCIO/b3ysi o0muii Habop KoMaH[,.
bubmoreka ZCL rtpynmupyeT KaacTepbl M0 (YHKIJMOHAJLHOMY TIPU3HAKY: 0OIIero
Ha3HaueHus, AJisl paboThl C JaTuvKaMHU, [Jisl YIIpaBieHus] OCBeTUTebHbIMU YCTPOUCTBaMY,
BEHTW/ISILIMEN U T. [I. VIcrionb3oBaHWe CTaHAAPTHBIX K/IAaCTEPOB [Jisl ePeChbUTKHA COOOILeHMA
AB/IsIeTCS 00s13aTeTbHBIM TpeboBaHueM crierudukariviu ZigBee PRO Feature Set.

KomaHapbl npe/icTaBisIioT co0oi 8-pa3psiiHOe UMC/I0 ¥ MOTYT ObITh BHYTPUK/IACTEPHBIMHU
WIA MeXKK/acTepHbIMU. KilacTepHble KOMaH/IbI 3aBHUCSAT OT HOMEpa KjacTepa W OObIYHO
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HauvHatorcsa ¢ 0x00. Hampumep, 0x00 — komaHjja BbIK/IOueHUs1 B kiactepe On/Off u
KOMaH/ia IBW>KeHUs K 3aJlaHHOMY ypOBHIO B Kiactepe LevelControl.

B uHAVMBHUAYanbHBIX TTPOGUISX MCIIO/Ib30BaTh OMOMMOTEKY KIacTepoB HeoOs3aTebHO. DTO
TO3BOJ/ISIET COKPATHUTh MPOTPAMMHBIN KOZl. ATPHOYTHI IBISIOTCS 16-pa3psfHBIMUA UMC/IaMU
OTKMCHIBAIOT TeKylllee COCTOsiHWe KiacTepa. COBOKYITHOCTb aTpubyTOB BCeX KJaCTepoB,
NoJi/iep>KUBaeMbIX yCTPOMCTBOM, OMpeiesisieT COCTOsSIHKE YCTPOMCTRA.

IIpodunu

ITpogpunem Hazblieaemcs COBOKyNHOCMb HACMPOEK NPO2PAMMHO20 obecneyeHus Y3108 cemu,
obecneuugarowjas ux coemecmuyto pabomy. Crneuydukarys rnpodusis omnpejenseT TaKue
rapameTpbl, KaK CIIOCOObI 3a/laHMsl WAEHTHU(PHUKALMOHHBIX I1apaMeTPOB CETH, PEKUMBI
o0Opa30oBaHHMS CeTH, CIOCOOBI 3all[UThI JAHHBIX, HCIIO/Ib3YeMbIM I10JHA00p K/acTepoB,
KOTOPBIM BK/IFOUAET K/IaCTePhI U3 Pa3HbIX PYHKI[MOHATBHBIX Ipymn 6ubmioreku ZCL.

BwGnuotera knactepoe ZigBee®
Cneyugursayus npoghuns

UCrenBIyem NodHabop KIGcmepoa
Gubnuomesy ZCL

=
! gﬁ; _ﬁm_ﬂ} Wﬂ*;;“ Npodune npunoxenii ZigBee®
Bhn man P

g0 pamineei Ha n
BT R THE

e 26 3 W 1k A

¥ oumepusce % AT
Buinuomera ICL :pynnupyem
KRACTEPS NG GYHKLLOHAIBHOMY # # {:} {:}
NpURYUNY {:} ﬁ

Bce 3dlpoOChl AdHHBIX TMOCBUIAKOTCA B HpO(i)I/IJ'Ib TIPpUJIOKEHUS. ,Z[J'IH 3TOT'0 HCIIOJIB3YIOTCA

ueHTuuKaTopbl npoduns — 16-paspsaHble unciaa B AuanasoHe 0x0000-O0x7fff pns
craHgapTHbeix Tipodunest u  O0xbf00-Oxffff — ngna mnpoduneir, onpeneneHHbIX
MIPOU3BOAWTE/IEM.

[Tpodunb OTHOCKMTCS K TPWIOKEHUIO WA yCTpoiicTBy. CTaHJapTHble MPOGUIH
OTpeiesIsItoTCA albsIHCOM ZigBee, MHAUBUAYaIbHbIe — MPOU3BOJUTEIEM.

Home Automation (aBTomMaru3aiuys goma) — CmaHOapmHbili npoguib 015 006e0uHeHUsl 8
cemb ObIMOBbIX ycmpolicma, 8 m.u. oceemume/bHbIX NpubOpos, ebiKAOUamesnell, po3emox,
nyabmoe ynpaeneHusi, KOHOUYUOHepos, mepMmocmamos, Hazpeeamesneli. JJpyroii npumep —
cra”gapTHeid npoguwib Commercial Building Automation, KOTOpbIi Ompeje/nsieT Takue
ycTpoiictBa ZigBee Kak c/n0dicHble ocgemumesbHble Npubopbl U MHO20NO3UYUOHHBIE
8blKAOUamenu, cucmembl omnupaHusi Oeepell 6e3 UCNOMb30BAHUSI KU U CUCMeEMbl
6e3onacHocmu.

B opHOIl ceTu MOXKeT CyIeCTBOBaTb HECKOJbKO CTaHAAPTHBIX U WHAUBUAYaTbHBIX
npodusneii. B ZigBee Alliance mnoctosHHO uieT pabora Haj, paciivpeHreM Habopa
CTaHJAPTHBIX TIpo(uel, UyTOOBI Y/OB/ETBOPUTH BCe TMOTPEOHOCTH K/IHMEHTOB. VIMeHHO
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TIPOM3BOJIUTE/N OTpeJieNIsiioT, KakKuX Mpoguieli He xBaTaeT B MepBYI0 ouepelb. Kparkuii
CITHMCOK CTaH/[apTHBIX TIpoduiel rprBefieH B Tabsuile 3.

Tabauya 3
Cmandapmuble npoguau ZigBee
ID npo¢. Ha3Banue npopuns
0101 Industrial Plant Monitoring (IPM, MOHMUTOPUHT NpeANpHUsATHA)
0104 Home Automation (HA, aBTOMaTH3aLUsl )KAJTbIX TTIOMeILleHUI )
0105 Commercial Building Automation (CBA, aBTromMaTu3arjsi KoMMepueCcKux
TIOMeLeHUI )
0107 Telecom Applications (TA, TenekoMMyHHKaLVsI)
0108 Personal Home & Hospital Care (PHHC, amOysiaTopHOe WK CTal[iOHapHOe JieueHue)
0109 Advanced Metering Initiative (AMI, gjononHuTebHbIE U3MEPeHHsT)

[Mpodun TO3BOMISIOT COEAVHATH YCTPOMCTBA pas/MuHbIX Tpou3BojuTenell  0e3
JIOTIOJTHUTE/IbHOW HaCTpOUKKU. IHAMBHUya/ibHbIe TPOGUIN, TaKXKe Ha3biBaeMble MPOPUIIMU
npousBoguTesnieit (Manufacturer Specific Profiles, MSP), He 3akperiyieHbl anbsiHCOM ZigBee.
OHM CO37al0TCs [/Is1 TaKUX TIPUIOXKeHUM, KOTOpble PAacCUMTaHbl Ha B3aUMOJENCTBUE C
YCTPOWCTBaMH TOJIKO OJJHOTO TIPOU3BOJUTEJIS.

[Tpodunu, onpesieneHHbIe MPOU3BOAUTEIEM, TTO3BOJISIOT 3aaBaTh Jt000M HabOp KIacTepos,
KOHEUHBIX TOueK M ycTpoicTB. CTaHAApT He HaK/IaAblBaeT Kakux Obl TO HU ObLIO
OrpaHWYeHUM Ha TUIl TMepeJaBaeMbIX AAHHBIX MPH YCJIOBUM, YTO CKOPOCThb Mepejadyud
HaxOAUTCS B JONYCTUMOM [lMaria3oHe U MPU/IOKeHWe He TleperpykaeT KaHal.

ZigBee Alliance 1o 3ampocy NpoW3BOJAWTE/SI — UjieHa OpraHu3alui — ITIpHCBavBaeT
ufeHTUGUKaTOp TipeAyio)keHHOMY UM mipodumo. YrtoObl 3afaTh  KaacTepbl B
WH/IMBUyaIbHOM TIpoduie, HeoOXOAMMO CHayasia COCTaBUTb KapTy BCEX YCTPOMNCTB CETU U
OTpe/ieIuTh, KAaKOTO0 THIAa WH(OPMAIUI0 OHU [JO/DKHbI 0OpabaThiBaTh. B 3TOM Ciyuae
cTpyKTypa OyzeT Hanbosiee Mpo3payHa U Jierka B yIpaB/ieHUH.

NpeHTuUKATOPHI yCTPOUCTB

Kakzasi KOHeuHasi TOUKAa COAEP)KUT uWJeHTUdUKaTop Tpopuias U HAeHTUDUKATOP
ycTpoiicTBa. Kak yke roBOpu/ioch, OAHO (hU3HMUecKoe YCTPOMCTBO MOXKeT TpefCTaB/sTh
coboM HeCcKO/IbKO ycTpoicTB ZigBee. MaeHTudukaropsl ycTpoicTB ZigBee mpuHHMAarOT
3Hauenust ot 0x0000 mo Oxffff (cm. Tabn. 4). peHTUDUKATOPBI YCTPOKCTB UMEIOT JBOMHOE
Ha3HaueHHWe. OHM TIO3BOJISIOT OTOOpakaTh Ha /IMCIIee  T10JIb30BaTesisi  MKOHKH,
COOTBETCTBYIOL[E THUITY YCTPOMCTBA, U B TO >Ke€ BpeMs ITOMOTAIOT C/ie/laTh WHCTPYMEHTHI
ZigBee Goree coBepIIIeHHBIMH.

Tabauya 4
Hoenmugukamopst ycmpoticme 045 npoguass Home Automation
YcrpoiicTBo Npentud. YcrpoiicTBo Npentud.
Pacivipurens fuarna3soHa 0x0008 [Hdartuuk cBeta 0x0106
Po3zetka snekTpocetu 0x0009 3areHUTeNb 0x0200
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BeiknrouaTenb cBeTa 0x0100 KonTposisiep 3areHutesns 0x0201

Jlamnia ¢ perynupyemoun HarpeBarebHO-0x/1aJUTeTbHBIN

0x0101 0x0300
SIPKOCTBIO 3/1IeMEHT
Beikntouatenb cBeTa 0x0103 TepmocTtar 0x0301
PerynsTop sipkoctu 0x0104 [aTtuvk Temneparypsl 0x0302

PaccmoTpyM  IByXMO3ULMOHHBIM TEpeK/oYare/ib U LITeNCe/NbHYH0 po3eTKy. B rmiane
y[ja/IeHHOTO MOHUTOPWHTA U yIIpaB/eHUsl 3TU YCTPOUCTBA WUJeHTHUUYHbI. OHU TIpUHAJJIe)Kar
ogHoMy Knactepy — 0x0006 (On/Off). OpHako, ¢ TOUKW 3peHUsl T0JIb30BaTesisl, Po3eTKa
OTHOCUTCSI K WHCTPYMEHTY /i1 BBOJA B SKCIUTyaTal[MI0 37eKTPOHHBIX YCTPOMCTB, a
TiepeK/Iroyaresib M03B0JIsseT BKIIOUUTh WU/IU BbIK/TFOUMTD CBET.

Cetb ZigBee He ycTaHaB/IuMBaeT HWHTepdeiica MeXAy UeOBeKOM W YCTPOWCTBaMH.
Bhik/touatesieM MoXKeT ObITh KHOTIKA, TymMOep, IMlacTHHA JlaTuHKa 3JIEKTPUUECKOTO TI0JIs,
JlaTUUK YCKOpeHusi U T. [i. Bo Bcex craHaapTHbIX npodusx ZigBee cofep>XUTCsi CIIUMCOK
ycTpoicTB. [Ipou3BouTe I MOTYT PACIIMPHUTh €ro, UCTIo/b3ys Tosie Manufacturer Specific
Extension, KoTopoe siBfsieTCsl yacThio MHTepdeiica 6ubmorekn KimactepoB ZigBee. OHM
TaK)Ke MOTYT CO3/laTh YCTPONCTBO B UHAWBUAya/lbHOM Tpoduie (MSP), Torma oHo Oyzer
B3aMMO/IENCTBOBAaTh C YCTPOMCTBAMH M3 CTaHAAPTHOrO mpodusis uepe3 WeHTU(PUKATOPBI
YCTPOWCTB U KJIaCTephl.

d)opanonaHne ceTn

Cetb ZigBee — camoopraHu3yloiascs, U ee pabora HauMHaeTcs C (HOpMHUPOBaHUS.
YcTpoKrcTBO, Ha3HAueHHOe TpU MPOEKTUPOBAaHWK KOOPAWHATOPOM MEePCOHA/TbHOW CeTH
(PAN KoopauHaTop), orpefiesisieT KaHala, CBOOOAHBINA OT TIOMeX, U OKHZAeT 3alpoCOB Ha
TIOJK/TOUEHHe.

YcTpolicTBa, MbITarOLIMeCs] MPUCOEJUHUTBLCS K CEeTH, pacChbUIalOT IIMPOKOBeIlaTe/TbHbIN
3aripoc. IToka PAN koopanHaTop — eJUHCTBEHHOE YCTPOMCTBO B CETH, OTBEUaeT Ha 3arpoc
Y TpefoCTaB/sieT MPUCOeJUHEHe K CeTU TOMbKO OH. B JanbHeHIlleM MpHUCOeVHEHHe K
CeTH MOTYT IpPeAO0CTaB/IATh TAKXKe MPHUCOeAUHUBLINECS K CEeTU MapLLIPYyTHU3aTOPbI.
YCTpoiCTBO, MOMyuyuBIllee OTBeT Ha IIIMPOKOBeIllaTe/bHbIN 3arpoc, OoOMeHUBaeTCs C
TIPUCOEUHSIIOIUM  YCTPOMCTBOM  COOOIIIeHUsIMM, UTOOBI ~ OTpe/ie/IuTh  BO3MOKHOCTh
npucoevHeHs. BO3MOKHOCTb  OTIpeJie/iieTCs  CIOCOOHOCTBIO — TPHCOEAMHSIIOIIETO
MapIIpyTh3aTopa 00C/TyKUTh HOBbIe YCTPOWCTBA B [IOTIOIHEHHUE K paHee MOJK/TFOUeHHBIM.

BcTynieHue B ceTh (MpUcoeJuHeHHe)

CymectByeT [nBa criocoba mnpucoeguHeHusi: MAC acconuaiusi ¥ TOBTOPHOE CeTeBoe
nipucoeauHeHue (NWK rejoin).

MAC accoyuayusa noctyriHa mobomMy yctpoiictBy ZigBee u ocyiectBisiercss Ha MAC
ypoBHe. Mexanusm MAC accouyanyy cieyronuii:
1. YcTpouicTBO, NMO3BOJIAIOLIEE TIPUCOEIUHUTHLCS K HeMy, BbicTaB/sieT HA MAC ypoBHe
paspellieHre Ha MPUCOeUHEeHNe.
2. YcTpolicTBO, BCTyMarwllee B CeTb, BbICTaBasieT Ha MAC ypoBHe 3amnpoc Ha
NIPUCOeMHEHUE U TTepe/iaeT IIIMPOKOBeL[aTe/IbHbIN 3arpoC Masiyka.
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3. llonyunB MasiuoOK OT YCTPOMCTB, TOTOBBIX THOAK/IKOUWATH [PUCOEJUHSIEMOe
YCTPOMCTBO, MOC/Ie[iHee ompefiesisieT, B KaKyH CeTb U K KaKOMy YCTPOMCTBY OHO
KeJlaeT TPUCOeIUHUTRLCS, U BbicTaBsieT Ha MAC ypoBHe TpeOoBaHUe O BCTYIIEHUN
C (1aXkKoM «IOBTOpPHOe MpucoeiiHeHre» B 3HaueHnu FALSE.

4. 3areM BCTyMarolfjee YCTPOWMCTBO HarlpaB/sieT Ha BbIOpaHHOe [isi TMPHUCOeIUHEeHHs
YCTPOMCTBO 3ampoC TMPUCOEJUHEHUSI W TI0JlydyaeT OTBET C IIPUCBOEHHBIM €My
CeTeBbIM a/jpeCoM.

[Ipu MAC accouuaiyMy [AaHHble TepefatoTcsi He 3ailiMdpoBaHHBIMU, M03ToMy MAC
acconualys He siByisieTcsi 6e30macHoi.

IlosmopHoe cemesoe npucoeduHeHue BOTIPEKM Ha3BaHHUIO MOKET TPUMEHSITbCS U TIpU
MepBUYHOM TipucoequHeHUU. OHO BBITIO/IHSETCS Ha ceTeBoM ypoBHe. [Ipu 3ToM, eciu
BCTYTIaloIIlee YCTPOMCTBO 3HAeT TEKYIIMM CeTeBOW Kirou, 0OMeH IMakeTaMu MOXeT ObITh
6e3omnacHbIM. Kitou MoO>keT OBITB TI0/TyueH, HarlpyuMep, TIpY HaCTPOMKe.

[Tpy TIOBTOPHOM MOAK/IIOUEHUHN MPUCOeIUHSIOIIeeCs] YCTPOUCTBO BLICTAB/IsieT Ha CETeBOM
YPOBHE 3arpoc TpUCOeAVHEHUs] U OOMeHHBaeTCs C TIOAK/IFOUAIOIUM YCTPOWCTBOM
MaKeTaMM «3arpoC MPUCOeAUHEHHUs» — «OTBET Ha 3arpoC MPUCOeAUHEHHUS» .

JAlMHaMMKa ceTH

Kpome ciyuaeB mprcoeiiHeHNsI HOBBIX YCTPOWCTB CTPYKTyPa CETU MEHSIeTCS U B CTydasix,
KOT/la yCTPOMNCTBA TMOKW/JAIOT CeTh W TOBTOPHO TMPUCOEJUHSIOTCS B APYTUX MecTax (3TO
TIPOUCXOAUT, HaArpuMmep, B C/yuyae Tiepe3arpy3ku ycTpoicTBa). Kakapiii pa3 Takoe
YCTPOMCTBO TIOAy4YaeT a/ipeC W3 WMEIerocsi B DaClopsHKeHWH TPUCOeANHSIOLIeTO
MapIIpyTH3aTopa Juara3oHa a/ipecos.

NcTouHuKH:

Marepuansi ¢ caira http:// www.zigbee.org

ZigBee. https://ru.wikipedia.org

B. Jleknun Cetu ZigBee. 3auem u nouemy? https://habrahabr.ru

[Tpotokon ZigBee: GecripoBOjgHBIE TEXHOJIOTWH Ha CAyX0e «ymMHOro» goma. H.
JKorog. http://www.ferra.ru

becrnipoBogHbie cetu ZigBee u Thread. http://www.wless.ru

A. ITaBnoB Azpecaums u npodunu ZigBee. http://www.russianelectronics.ru

7. Hpto T'ucnacon (Drew Gislason). Tlpunokenuss ZigBee: oomeH maHHbiMu, API u
PAN [niepeBog]. http://www.russianelectronics.ru

YeTbipexmno3uiuonHas (azosas moayssuus (QPSK). http://digteh.ru

9. Yertnipexmo3uliuoHHas (pa3oBasi Mmogy/situs co casuroM keazparyp (OQPSK). http://
digteh.ru
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